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How to effectively manage 
Microsoft 365 alerts
A guide for IT leaders and administrators to enhance their 
organisation’s Microsoft 365 security. Gain insights and advice from 
Defense.com SOC Analysts on alert investigation, as well as actionable 
strategies to help you improve your overall security posture.

The SOC handbook: 



Introduction 
Microsoft 365 is used by millions of companies around 
the world, which means it can be a top target for 
attackers looking to gain entry to your environment. 
To make sure your data stays safe, it’s essential to 
keep an eye out for any potential security issues.
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Each alert needs to be contextualised 
before it can be confirmed as an  
actual threat.

In this guide, we’ll outline 
the five most common 

types of alerts seen 
by Defense.com SOC 
analysts, and explain:

How they work 

What to be aware of 

Why they are raised

What remediation 
actions can be taken
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There are many different types of alerts in Microsoft 365 Defender 
and Entra ID (Azure AD) that act as early warning signs for security 
threats. It’s common for lots of different alerts to be raised as part 
of normal day-to-day operations, however each one will need to 
be contextualised before it can be confirmed as an actual threat, 
or simply a false positive. 

These alerts are called ‘risk detections’ in Microsoft Entra ID 
Protection, which can be detected at either a user or sign-in level. 
There will be a slight delay from when a risk has been detected to 
when it shows up in reporting, depending on if it is detected in real 
time or offline. Real-time detections can take up to 10 minutes to 
display, while offline detections could take up to 48 hours. 

The Defense.com Security Operations Centre (SOC) team sees 
thousands of alerts every day, across hundreds of Microsoft 
365 tenants. So which ones are seen most frequently, and what 
should be done about them? 

By getting to know  
these common alerts in 

Microsoft 365, you can learn 
how to respond to them 

effectively and protect your 
environment from potential 

threats. 

“
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Within the SOC we constantly encounter a myriad of alerts within 
Microsoft 365, each carrying its own level of significance. One of the 
most prevalent challenges for IT and SecOps teams is knowing which 
alerts require action and how quickly that action needs to happen. 
Here’s 5 of the most common alerts generated, and the response  
our SOC team recommends.” 

– Bradleigh Bishop, SOC Manager 

Microsoft 365 Alerts – advice from the SOC 

Unfamiliar Sign-In Properties

	     While not a high priority alert in itself, action should be taken to investigate the root 
cause of the event with the user in question. If in any doubt, prompt the user to reset their 
credentials and ensure multi-factor authentication (MFA) is enabled wherever possible to add 
an additional layer of security. For increased protection, enable Conditional Access.

Recommended action:

Risk score:  MEDIUM

This alert is calculated in real-time and triggered when a user’s account shows uncharacteristic sign-in 
activities compared to their previous sign-in history. This can include signing in from a different location, 
device, browser or IP address. For instance, if a user typically signs in from a local office in London, UK, 
and then attempts a login from Florida, US, this could be considered as suspicious. 

However, this alert doesn’t provide much context on its own. It could be indicative of potential 
unauthorised access or a compromised user account, but it could also be a ‘false positive’, where there 
is a legitimate (but not malicious) reason for triggering the alert. This could include the user travelling 
for work, using a VPN or using a different browser. 

In certain situations, this alert could indicate suspicious activity. For example, 
some organisations (such as government or public services) may mandate 
the use of particular browsers. If all users are required to use Edge, but can 
be seen using Chrome or Firefox, then there is a clear cause for further 
investigation. 

“
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Accounted for 

57%  
of Microsoft 

365 alerts seen 
by our SOC 

team
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Recommended action:

An Atypical Travel alert is calculated offline and is similar to ‘Unfamiliar Sign-In Properties’. It is 
triggered when at least two sign-ins are detected from different locations, where at least one of the 
locations is uncharacteristic for that user. This alert also takes into account when a user signs in from 
geographically different locations that would be impossible to travel between in a given time period. 
For example, if a user signs in from New York and then signs in from Tokyo 10 minutes later. The latter 
is also known as an ‘Impossible Travel’ alert on its own, which would also be raised by Microsoft as an 
additional, separate alert. 

This alert is designed to highlight potential compromises, unauthorised 
account access, or abnormal behaviour that warrants further investigation. 
It usually recognises and ignores any false positives such as the use of 
VPNs and any known locations from other users in the organisation. 

Atypical Travel02

	     Review and validate the flagged user activity, and reset credentials 
if necessary. Enforce MFA for enhanced security, and monitor for further suspicious 
activity or indicators of compromise. If the IP address range is from a known VPN, or already 
known to be used by the user, the alert can be dismissed and the VPN IP address range added 
to your known locations in Azure AD.

Risk score:  HIGH

This risk may 
indicate a 

different user 
using the same 

credentials
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This alert is calculated offline and raised 
when a user has created an inbox rule  
that forwards a copy of all emails to a 
different address. There are a handful of 
scenarios where this would be considered 
legitimate activity. 

For example, if a user is on long-term 
absence from work and their line manager 
needs to maintain visibility of their 
emails. Alternatively, if a user has left the 
organisation, their emails may need to be 
forwarded to a different user for a short 
period following their departure. 

These are both examples of how inbox rules 
could forward a copy of emails to other, 
internal mailboxes. However, if a user sets 
up a forwarding/redirect rule to an external 
email address, this should be investigated. 

Unless there is an approved business case to 
do so, this type of activity could be indicative 
of unauthorised access, business email 
compromise (BEC) or an attempt to exfiltrate 
data by an insider threat/rogue employee.

Creation of Forwarding/Redirect Rule03
Risk score:  MEDIUM

Recommended action:
	     Investigate and revoke any unauthorised rules, and monitor for the creation of any 
subsequent rules. Run a PowerShell script across your Microsoft 365 tenant to check all 
mailboxes for rules that forward emails to external addresses. 

We’d recommend disabling the ability to create these rules by default, which will also help to 
increase your Microsoft Secure Score. Document any legitimate exceptions, and make sure that 
they are reviewed and updated regularly.
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We’d recommend disabling 
the ability to create these  
rules by default.“
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This alert is triggered when a user experiences consecutive failed 
login attempts. It can signal potential malicious attempts to gain 
unauthorised access to an account, such as brute-force attacks or 
credential stuffing. 

The key word in this alert is ‘Failed’, as it shows that the sign-in 
attempts were unsuccessful. This type of alert is very common and 
can simply be a result of the user’s email address finding its way 
onto a list that has been sold to an attacker after a data breach. 
This list will then be targeted with opportunistic attacks, often 
involving automated scripts that try to sign-in multiple times using 
a variety of weak password combinations. It’s like someone walking 
up to your front door and checking if it’s been left unlocked; if you 
have a strong password policy and MFA in place then this type of 
alert can often be dismissed. 

It’s worth noting that it’s best practice for this alert to be raised 
after three failed logins and assessed in each individual case, 
rather than ignored by default. Monitoring this type of alert is also 
a requirement for PCI DSS compliance. 

Multiple Failed Logins04
Risk score:  HIGH

Recommended 
action:
Investigate the source of the 
failed logins and, if possible, 
block the IP address if it is 
not recognised or it’s coming 
from an unexpected location. 
Ensure MFA is turned on and 
confirm that the user has a 
strong password in place. 
We’d also advise monitoring 
the account for 24 hours 
for any suspicious activity 
or further security alerts 
that may be indicators of 
compromise, especially if it 
is a high-value user such as 
someone in a leadership role 
or an administrator.
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Has your email 
address been 
harvested by 

hackers? 

Check  
www.haveibeenpwned.com

http://www.haveibeenpwned.com


This alert is a proactive measure that is triggered when a user reports an email as potentially malicious 
or phishing within their email client. This adds an additional layer to your security by empowering users 
to identify potential threats that have managed to get through your spam filters. Attackers are always 
finding new ways to bypass security defences, so it’s important to educate your users on a regular basis 
on how to spot and report malicious emails. 

While this alert is considered to be a low priority, it is often worth taking proactive steps to block the 
sender, and check that no other security alerts have been raised for the same user around the same  
time period. 

Email Reported by User as Malware  
or Phishing 

Risk score:  MEDIUM

Recommended action:
	     Investigate the reported email, and potentially block the sender. Provide your users 
with regular security awareness training to help them recognise phishing attempts and 
maintain a strong line of defence.
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Cyber 
awareness 

training should 
be conducted 

annually
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Enable Multi-Factor Authentication (MFA) 

Enabling MFA provides an additional layer of 
protection beyond passwords, significantly reducing 
the risk of unauthorised access. This extra step 
ensures that even if credentials are compromised, 
a second form of verification is required for entry, 
meaning an unfamiliar sign-in property or failed log-
in is unlikely to be cause for concern.  

Introduce a password policy 

Implementing a robust password policy strengthens 
the security of user accounts. Mandating complex 
passwords and regular updates reduces the 
likelihood of successful brute-force attacks and 
enhances the overall resilience of your system 
against unauthorised access. 

Summary 
Microsoft 365 alerts are, by design, there to inform you of the activity taking place 
across your environment. This can create a lot of noise and therefore be difficult to 
identify genuine threats to your organisation’s security. By being proactive in the 
implementation and maintenance of strong security controls, IT and SecOps teams 
can streamline the resources required to investigate these types of alerts. 

Enable Conditional Access 

Conditional Access policies can be configured within 
Entra ID and help you automatically handle access 
requests on a zero trust basis. This enables you to 
allow or deny access to data and systems based on 
your organisation’s Intune policies. Implementing 
this can greatly decrease the chance of breaches 
with compromised credentials, as your policies will 
act as another layer of defence and prohibit access. 
For example, if the sign in location hasn’t been 
whitelisted or device type isn’t approved, you can 
still block access even if an attacker has entered in 
the right credentials. 

Here’s our top recommendations on the controls 
that will help protect your organisation:
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Summary

Implement least privilege access 

Adopting the principle of least privilege ensures that 
users only have access to the resources necessary 
for their roles. This minimises the potential impact of 
a security breach, reducing the attack surface and 
mitigating the risk of lateral movement by malicious 
actors within your network. 
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Use endpoint protection 

Endpoint protection software is a must-have security 
control for all businesses to help detect and prevent 
common types of attacks at an endpoint level. This will 
usually combine traditional anti-virus tools with more 
advanced controls such as fileless attack protection, 
firewall and ransomware protection. Endpoint 
detection and response (EDR) solutions also have 
the added benefit of being able to remotely isolate 
a compromised device from the rest of the network, 
speeding up incident response and preventing  
lateral movement.

By using and regularly 
reviewing these controls, you 
can minimise the number of 
alerts that require immediate 
prioritisation or in-depth 
investigation. The use of MFA is 
a particularly important control, 
as it will stop attacks in the 
early stages and give you peace 
of mind that many other alerts 
will then turn into informational 
alerts or false positives as  
a result. 

With so many different 
elements to Microsoft 365 
security, it can be complicated 
to manage alerts effectively 
and know what to fix first. 
Finding ways to simplify your 
processes and prioritise your 
time will help you focus on the 
most important issues, and 
ultimately, make your cyber 
security easier to manage.Engage staff with awareness training 

Educating your staff about cyber security risks 
empowers them to recognise and avoid potential 
threats. A well-informed workforce becomes a human 
firewall, capable of identifying phishing attempts, 
social engineering, and other deceptive tactics, 
empowering them to play an active role in your 
defence strategy.  
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With Defense.com, you can integrate your Microsoft 365 account to get alerted 
to new threats, improve your Secure Score and receive tailored security 
recommendations.  

•	 Ingest logs and security alerts from Microsoft 365  
•	 Monitor your Microsoft 365 account and users for malicious activity  
•	 Manage Microsoft 365 threats from your Defense.com account  
•	 View and improve your Microsoft Secure Score 

Try Defense.com for free today

https://www.defense.com?utm_source=website&utm_medium=contentdownload&utm_campaign=2402sochandbook

